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Executive Summary 

Study  

The purpose of this study was to perform a modeling and simulation (M&S) gap 
analysis relevant to tactical microgrids. The outcome of the analysis was a list of 
M&S projects that will enable the US Army and Department of Defense (DOD) to 
align their M&S focus, develop a balanced microgrid M&S portfolio, and prioritize 
investments. The project involved a 4-month effort to analyze current microgrid 
M&S research, compare the efforts to specific enablers for tactical microgrids, and 
identify gaps in tactical microgrid M&S research. The study was funded by the US 
Army Research Laboratory and conducted by a private contractor (Intelligent 
Power and Energy Research Corporation). 

Background  

A microgrid is an integrated energy system consisting of an intelligent management 
system with control features that allow stable integration of multiple energy 
sources, loads, and storage on the electrical grid in either islanded or grid-connected 
mode. Energy surety is provided by prioritizing service to critical loads. Using a 
coordinated and common interface, a microgrid system promotes operational 
robustness through reconfiguration features that operate through loss of 
communications. In the current context microgrids are not 

• small stand-alone hybrid/generation systems with individual component 
controls, 

• power systems on stand-alone vehicles or aircraft, or 

• renewable systems that are not generically reconfigurable. 

Tactical microgrids are unique from utility-scale microgrids because of their 
smaller scale and the need for reliability, portability, and reconfigurability. These 
requirements drive Army and DOD investments that would otherwise not be 
addressed by industry or commercial products. Tactical microgrids can improve 
mission effectiveness, command visibility, and sustainability while reducing setup 
time, maintenance requirements, manpower requirements, logistical transport, and 
life-cycle cost.   

Results  

Results are summarized in a Summary Table that lists the technical capability 
(communications or electrical), enabling technology gap, investment priority, and 
whether the investment area would require a short- or long-term investment. The 
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technology enablers necessary for advancing tactical microgrids were determined 
using the US Army Research, Development and Engineering Command 
(RDECOM) Power & Energy TFT Microgrid Technology Roadmap developed in 
2011.1 The 2011 roadmap was reviewed for applicability and relevance of key 
technology enablers. Next, a literature search and interviews of academia 
researchers, research organizations, and industry professionals were performed to 
identify current microgrid M&S tools. Each M&S tool was compared to the 2011 
roadmap key technology enablers to determine if the M&S tool could be leveraged 
by DOD for the advancement of tactical microgrids. M&S efforts not applicable to 
tactical microgrid were discarded (i.e., utility-level M&S tools). The enabling 
technology areas that lacked overlap with the M&S tools were identified and used 
to generate a list of research gaps. Next, the identified research gaps were 
prioritized according to military needs, considering the requirement to balance 
technological advancements across all microgrid capability areas identified in the 
2011 roadmap. Finally, using the current technology readiness level of each 
technology enabler, the time frame needed to advance each effort was categorized 
as short term or long term.

                                                 
1 Shaffer E. Power and energy TFT microgrid technology roadmap. PowerPoint presentation. Aberdeen 

Proving Ground (MD): Army Research, Development and Engineering Command (US); 2011. 
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1. Introduction 

Tactical microgrids are unique from utility-scale microgrids because of their 
reliance on portable power sources, such as diesel fuel-burning generators and 
hybrid systems. Tactical power must be portable, readily reconfigurable 
distribution systems, with primarily islanded operations and operating loads from 
tens to hundreds of kilowatts. Forward-operating bases must have a central power 
plant with possible opportunity for interconnection with a local utility grid and an 
operating load from hundreds of kilowatts to megawatts. Based on the findings of 
a 2014 Tactical Microgrid Study,1 the Army must invest into the development of 
tactical microgrid technologies to support forces by providing improved reliability 
and availability of electrical power while reducing fuel consumption. Tactical 
microgrids can improve deployment logistics through reduced setup time and 
maintenance, thus reducing life-cycle cost for the military, improving mission 
effectiveness and command visibility, and reducing manpower requirements. 
Complex tactical microgrids require a new approach to testing and performance 
validation. Characterizing the relative performance of more complex systems 
requires modeling and simulation (M&S) to augment hardware tests. The 
Department of Defense (DOD) needs a software model that estimates the 
performance of advanced tactical power systems over a wide range of operating 
conditions, under a variety of configuration, and at hard-to-test edge conditions. 
These models must be supplemented with well-defined component-level tests to 
provide accurate input data for the model as well as system-level tests to validate 
the model’s results. Both the simulation and the test procedures will inform future 
procurement decisions. A 2014 Tactical Power Systems Study1 included several 
implementation recommendations related to microgrid M&S:   

• Advanced energy equipment within an open architecture would enable 
interoperability between equipment from different vendors, encourage 
competition within industry, and facilitate future equipment modernization. 
In particular, the control methods, communication protocols, and power 
interfaces should be standardized in a vendor agnostic manner.  

• A performance evaluation of hybrids or microgrids is a complex process 
and will require a standardized set of modeling tools. The DOD should 
invest in a standard model that can be used to compare system performance 
prior to making acquisition decisions. 

                                                 
1 Van Broekhoven SB, Shields E, Nguyen SVT, Limpaecher ER, Lamb CM. Tactical power systems 

study. Lexington (MA): Massachusetts Institute of Technology–Lincoln Laboratory; 2014 May 19. Technical 
Report No.: 1181. 
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• New test procedures for components and equipment should work in concert 
with the modeling tools to verify and validate the models and test-edge 
condition.   

2. Project Scope 

The US Army Research Laboratory (ARL) initiated an analysis of the existing state 
of modeling, simulation, validation, and verification for tactical and reconfigurable 
microgrids to identify gaps in current and proposed research related to M&S. The 
purpose of the analysis was to determine those projects that best enable DOD to 
align its research focus and prioritize its development efforts. The analysis was 
performed by a private contractor (Intelligent Power and Energy Research 
Corporation). Information pertaining to M&S was requested from national 
laboratories (Sandia National Laboratories, Oak Ridge National Laboratory, Idaho 
National Laboratory, Massachusetts Institute of Technology–Lincoln Laboratory, 
Pacific Northwest National Laboratory), the US Army Research, Development and 
Engineering Command (RDECOM) (Army Materiel Systems Analysis Activity 
[AMSAA]; Army Research Laboratory; Communications-Electronics Research, 
Development and Engineering Center; Tank Automotive Research, Development 
and Engineering Center), the Navy (Office of Naval Research, Naval Surface 
Warfare Center), the US Army Corps of Engineers (Army Engineer Research and 
Development Center–Construction Engineering Research Laboratory), and 
Interagency Advanced Power Group Steering Group members and panel leaders. 
In addition, a literature search of relevant sources was conducted (including the 
Defense Technical Information Center database, National Science Foundation 
awards, IEEE Xplore digital library, ScienceDirect.com, Scientific.net, and 
relevant academic research agencies). The papers, abstracts, reports, and research 
summaries were reviewed for relevance to tactical microgrid M&S; a list and 
abstract description of the reviewed documents are provided in Appendix A.   

3. Analysis 

The M&S tools were further characterized based on the different level of fidelity 
and different operational time scales. M&S allows the behavior of the tactical 
microgrid to be studied and may require different tools depending on the desired 
outcome. During the early technology readiness levels, system design trade-offs 
must be made to balance the cost of the grid versus its capability. Comparisons in 
fuel consumption and operating hours can be made against stand-alone power 
generation (spot-power) or other control strategies (spinning reserve, energy 
storage, renewables, etc.). Microgrid M&S for mid-technology readiness levels 
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should incorporate more extreme testing. Surges in power demand, distribution 
faults, lightning, and other scenarios need to be simulated and hardware tested to 
characterize system robustness. The reviewed M&S tools were divided into the 
following categories:   

• Design and Planning Tools are planning tools that do not require specific 
grid layout details. These models may be used to determine system design 
trade-offs to balance the cost of the grid versus its capability. Existing M&S 
tools include the following: 

○ DOD Operational Energy Decision Tools address operational energy 
for tactical application planning. These tools are used to balance the cost 
of the grid versus the capability of the system design in early operational 
planning stages.   

○ Microgrid Design Tools are models used to make a predictive 
recommendation on an appropriate mix of microgrid technologies. This 
type of modeling is used to evaluate system performance over long time 
durations (typically a year or more) while matching supply to demand 
over coarse time intervals. The outcome of this modeling is a predictive 
recommendation on an appropriate mix of technologies without detailed 
grid information. 

○ AMSAA Fuel Consumption Models are tools that have been used in 
several studies to specifically evaluate fuel savings of various energy 
distribution technologies to apply to technology development and 
organizational changes. The AMSAA studies related to microgrids were 
static and nonreconfigurable; however, these fuel-use models are 
valuable because they have been validated using actual data and existing 
DOD equipment or commercially available technologies. For example, 
AMSAA has developed several “modules” for structures and 
environmental control units (ECUs) to generate data representing power 
consumption. Additional modules for power generation equipment 
calculate fuel usage for a load profile.  

• Microgrid System Optimization involves examining how different types 
of technologies can be applied to meet high-level design goals. Information 
regarding the actual grid layout is required for this level of M&S. This type 
of analysis looks at system performance over long durations (typically a 
year or more) while matching supply to demand over coarse time intervals. 
The outcome of this analysis is a recommendation on an appropriate mix of 
technologies (photovoltaic, diesel generation, energy storage, etc.) and 
system architectures needed to meet high-level performance goals. 
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• Load Flow Simulation is the next level of fidelity, also known as load flow 
analysis. In this analysis, a specific power-grid layout is examined, and the 
flow of electricity on the grid is modeled. These models include individual 
sources and loads as well as cables and power-conditioning devices. The 
current and voltage at each major node are calculated for a variety of 
operating conditions, and the results are examined for conditions that could 
cause a grid disruption. 

• Transient Stability Analysis is the highest-resolution power-grid 
simulation. These simulations include voltage and frequency control and 
must be accomplished over a short time frame (seconds to milliseconds). 
Very high-fidelity models must be created for all of the sources and loads 
on a given power grid.   

4. Results 

Tactical microgrids are uniquely different from utility and commercial microgrids. 
The technology requirements necessary to advance tactical microgrid technology 
(enablers) were determined using the RDECOM Power & Energy TFT Microgrid 
Technology Roadmap developed in 2011.2 This roadmap identified 5 capability 
categories for tactical microgrids: Demand Management, Power Distribution, 
Source Management, Communications, and Smart Controls. In addition, the 2011 
roadmap listed enabling capabilities necessary to advance each capability and the 
relative time frame necessary to develop each enabling technology. Some of the 
identified enabling technologies apply to multiple capability categories. Reviewers 
compared each M&S tool with these key technology enablers to determine if the 
M&S tool could be leveraged by DOD to advance tactical microgrids. If the M&S 
effort applied only to utility-based microgrids, then the technology enabler was not 
addressed. If the M&S effort could be applied to tactical microgrids, a tally was 
made for the key enabler that was addressed. The enabling technology areas that 
lacked overlap with the M&S tools were identified and used to generate a list of 
research gaps. An overview of this comparison for the 5 capability categories is 
provided in Appendix B.   

The technology enablers that lack current research focus were reviewed to identify 
research gaps. Each specific enabler topic was reviewed, and the research gap 
necessary to advance tactical microgrid M&S was determined. Next, the list of 
research gaps was prioritized according to the military needs, considering the 
requirement to balance technological advancements across all 5 of the 2011 

                                                 
2 Shaffer E. Power and energy TFT microgrid technology roadmap. PowerPoint presentation. Aberdeen 

Proving Ground (MD): Army Research, Development and Engineering Command (US); 2011. 
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roadmap capability areas. Table 1 summarizes the capability category, key enabling 
technologies, and comments regarding the specific identified research gaps. Using 
the current technology readiness level, we categorized the time frame needed to 
advance each effort as short term or long term. Short-term investments represent 
technologies that have a current readiness level that does not require a significant 
time frame to produce results, while those needing longer sustained investment are 
classified as long-term investments. 
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Table 1.  Summary table 
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Collectively, the 2011 roadmap and this M&S study provide the Army and ARL 
with a gap analysis as well as M&S investment priority recommendations. Based 
on a review of the existing and proposed M&S efforts, the following broad 
categories of enablers were identified as high-priority research needs for DOD:  

• Prognostics and Diagnostics (P&D): The investment of sensing devices 
and simple-to-implement algorithms within microgrid equipment that 
allows affordable yet useful P&D is a Source Management capability. 
Microgrid control is enhanced through access to real-time P&D; however, 
the use of M&S for a cost-benefit analysis is crucial to determining the real 
benefit of P&D technology. The current readiness level of P&D requires a 
long-term investment to produce results. 

• Self-Healing is an enabling technology that allows the microgrid control 
logic to deal with equipment failures in an automated manner by 
implementing programming contingencies and sequencing. Self-healing 
technology is a Source Management capability, and the current readiness 
level requires a short-term investment to produce results. 

• Communications: In the tactical microgrid, a communication link is 
required to handle high-latency supervisory command and control, and 
health and status monitoring. All communication layers—the physical/data 
link layer, the transport layer, and the application layer—must be 
standardized. Within the Communications capability, there are 3 high-
priority enabling technologies:  

○ Mesh Networking is a network topology in which each node relays data 
in a flexible distributed architecture and is a subcategory within 
Communications. This enabling technology is necessary for a dynamic, 
reconfigurable, self-healing microgrid by allowing communications to 
go from any point within the network to another point. The structure of 
the microgrid network can directly affect the transmission of data (e.g., 
issues with frequency, signal length, and electromotive force), and M&S 
can benefit the development of technology options. Work by the Navy, 
involving bus rings with a high number of nodes, may be applicable to 
this effort. The current readiness level of mesh networking requires a 
long-term investment to produce results. Mesh-networking is also an 
enabler necessary for Demand Management in a tactical microgrid 
network with interconnected grids.   

○ Rapid Send-Listen Techniques is a specific enabler necessary for 
communications in a reconfigurable microgrid. The network 
communication standard and latency of various technologies are issues 



 

Approved for public release; distribution unlimited. 
8 

that would benefit from M&S and follow-on test-bed efforts. The 
current readiness level of rapid send-listen techniques requires a short-
term investment to produce results.   

• Lost Communications includes recovery and reliability.  Communication 
Recovery technologies that enable microgrids to operate through periods of 
lost communication require M&S to assess the benefits/drawbacks. The 
current readiness level of Communication Recovery requires a short-term 
investment to produce results. Finally, Communication Reliability 
technologies that enable microgrids to prevent lost communication are 
important; however, the priority level of communication loss prevention is 
lower than other technology enablers listed previously because of the low 
probability of loss prevention in a fielded microgrid.   

Energy Deferral/Storage is a limiting technology necessary to implement 
renewable resources in a microgrid. Current and planned M&S research 
does not adequately address energy storage opportunities implementable 
within a tactical grid. The current readiness level of energy storage requires 
a long-term investment to produce results. Energy storage is an enabler 
necessary for Demand Management and Power Distribution capabilities. In 
addition, the opportunity to use electric vehicles as bi-directional power 
(energy storage) requires greater evaluation; however, the priority of energy 
storage in V2V/V2G is lower than other technology enablers listed because 
of the uncertainty of electric vehicle use in tactical microgrid applications.  
The following enablers were identified as moderate priority research needs 
for DOD: 

• Transient Management and Power Flow has been modeled by many 
Utilities for Power Distribution capabilities; however, tactical grids 
typically operate in low-voltage/high-current states, and leveraging high-
voltage utility efforts may not be applicable. There have been some DOD 
efforts to incorporate network nodal overload analyses to determine 
optimum power grid architecture (e.g., path redundancies) given variability 
in the demand location (AMSAA high-power simulations). However, these 
simulations are designed for a specific network/power demand. M&S that 
allows other system topologies would be beneficial to tactical microgrids. 
The current readiness level of transient management and power flow 
technologies requires a short-term investment to produce results.   

• Component Metadata is the use of digital information from equipment for 
microgrid Smart Controls capabilities. The object model, or parameter list, 
for each device type must be standardized to enable interoperability. In 
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addition, the implementation of metadata may offer opportunities to reduce 
complex problems in reconfigurable grids. The current readiness level of 
using metadata in microgrid equipment requires a shorter-term investment 
to produce results.   

• Communications: Mobile devices used by Soldiers provide a unique 
opportunity within microgrids as a Communications capability. However, 
the problems associated with using many of these devices within the same 
microgrid and their effect on communications security are unknown. The 
current readiness level of using mobile devices in a microgrid requires a 
long-term investment to produce results. 

5. Conclusion   

The advancement of tactical microgrids requires M&S software that will operate 
over a wide range of operating conditions and a variety of configurations. Enabling 
capabilities necessary to advance tactical microgrids were identified in the 
RDECOM Power & Energy TFT Microgrid Technology Roadmap.2 Existing 
research and software tools related to modeling, simulation, validation, and 
verification were evaluated against the identified enabling capabilities contained in 
the RDECOM roadmap to determine research gaps. This evaluation was used to 
develop a prioritized list of M&S projects with consideration of the requirement to 
balance technological advancements. Prioritization of M&S projects will help 
enable the Army and DOD align their M&S focus, develop a balanced microgrid 
M&S portfolio, and prioritize investments.  
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Because this appendix contains proprietary information, it has been published as a 
separate report, ARL-SR-0361.1 

  

                                                 
1 Shaffer EC, Kaplan SL, Porschet DH, Hanus D, Massie D. Microgrid modeling and 

simulation study: appendix A. Adelphi (MD): Army Research Laboratory (US); 2016 Sep. Report 
No.: ARL-SR-0361. 



 

Approved for public release; distribution unlimited. 
13 

 

 

 

 

 

 

 

 

 

Appendix B. Technology Enabler Summary 



 

Approved for public release; distribution unlimited. 
14 

 
 

 De
m

an
d 

M
an

ag
em

en
t

Su
b-

Ca
te

go
ry

En
ab

le
r

M
 &

 S
 E

ff
or

t
N

ot
es

N
um

be
r o

f 
Id

en
tif

ie
d 

Ef
fo

rt
s

Ec
on

om
ic

 d
is

pa
tc

h
N

O
9

Pr
ic

e 
fo

re
ca

st
ed

 d
is

pa
tc

h
N

O
In

du
st

ry
 so

lu
tio

n;
 C

ER
L s

up
po

rt
0

Sm
ar

t-
bu

ild
in

g 
au

to
m

at
io

ns
N

O
In

du
st

ry
 so

lu
tio

ns
1

Co
m

m
un

ic
at

io
ns

/i
nt

er
op

er
ab

ili
ty

*
N

o 
fo

r m
ic

ro
gr

id
s;

 y
es

 fo
r c

om
m

s t
o 

so
ld

ie
r

3
St

an
da

rd
ar

ds
 in

 p
la

ce
 o

r e
vo

lv
in

g
 

CA
N

bu
s/

M
od

bu
s  

in
te

ro
pe

ra
bi

lit
y

YE
S

1
Cr

iti
ca

l l
oa

d 
as

se
ss

m
en

t/
pr

io
rit

iz
at

iN
O

1
En

er
gy

 d
ef

er
ra

l t
ec

hn
ol

og
y 

(s
to

ra
ge

)
YE

S
N

o 
ev

id
en

ce
 o

f d
is

tr
ib

ut
e 

en
er

gy
 st

or
ag

e 
ou

ts
id

e 
of

 T
AR

DE
C

5
In

fo
rm

at
io

n 
se

cu
rit

y 
fo

r 
di

st
rib

ut
io

n 
de

vi
ce

s
YE

S?
ES

TC
P 

to
pi

cs
.  

AR
L &

 C
ER

DE
C?

2
AC

/D
C 

in
te

ro
pe

ra
bi

lit
y

YE
S?

ES
TC

P 
to

pi
cs

.  
AR

L &
 C

ER
DE

C?
2

EM
S,

 B
AS

, A
dv

an
ce

d 
Co

nt
ro

ls
YE

S?
1

M
et

eo
ro

lo
gy

 in
pu

t b
as

ed
 

re
sp

on
se

N
O

CE
RT

S 
so

ft
w

ar
e;

3
Lo

ad
 p

rio
rit

iz
at

io
n/

lo
ad

 sh
ed

di
ng

N
O

2

Ph
as

e 
ba

la
nc

in
g 

of
 D

ER
?

N
ot

 su
re

 if
 th

is
 n

ee
ds

 M
&

S;
 p

ro
to

ty
pe

s a
re

 
av

ai
la

bl
e

1  
In

te
gr

at
e 

le
ga

cy
 e

le
ct

ric
al

 sy
st

em
N

O
2

EM
S,

 B
AS

, A
dv

an
ce

d 
Co

nt
ro

ls
N

O
0

Pl
ug

 
Le

ve
l

In
fo

rm
at

io
n 

ne
tw

or
ki

ng
 (w

ire
 

m
es

h/
PL

C.
.)

YE
S

In
te

gr
at

ed
, m

od
ul

e,
 fl

ex
ib

le
 d

is
tr

ib
ut

ed
 

ar
ch

ite
ct

ur
e 

re
qu

ire
d

1  

Gr
id

 
Le

ve
l

Di
st

rib
ut

i
on

 Le
ve

l



 

Approved for public release; distribution unlimited. 
15 

 Po
w

er
 D

is
tr

ib
ut

io
n

Su
b-

Ca
te

go
ry

En
ab

le
r

M
 &

 S
 E

ff
or

t
N

ot
es

N
um

be
r o

f 
Id

en
tif

ie
d 

Ef
fo

rt
s

 
 

CO
TS

 (u
se

 in
 m

ili
ta

ry
 a

pp
lic

at
io

ns
)

N
O

4  
Ba

tt
er

y 
ch

em
is

tr
y

YE
S

in
pu

t/
ou

tp
ut

 is
 im

po
rt

an
t f

or
 m

od
el

in
g

1
Ve

hi
cl

e 
to

 g
rid

YE
S

CE
RT

S 
de

m
on

st
ra

tio
n 

LA
 A

FB
5  

Po
w

er
 F

lo
w

/V
AR

YE
S?

8
Fa

ul
t i

de
nt

ifi
ca

tio
n/

is
ol

at
io

n
YE

S
S&

C 
Sm

ar
t G

rid
 C

on
tr

ol
s

2

Fr
eq

ue
nc

y/
pe

ne
tr

at
io

n 
of

 re
ne

w
ab

le
s

YE
S

W
ha

t p
en

et
ra

tio
n 

of
 re

ne
w

ab
le

s?
7

O
ve

rc
ur

re
nt

 p
ro

te
ct

io
n

N
O

3  
CA

N
bu

s/
M

od
bu

s  
in

te
ro

pe
ra

bi
lit

y
N

O
ES

TC
P 

to
pi

cs
.  

AR
L &

 C
ER

DE
C?

1
AC

/D
C 

in
te

ro
pe

ra
bi

lit
y

YE
S?

2
Co

nt
ro

l/
ha

rd
w

ar
e 

in
te

rf
ac

e
N

O
3

in
te

gr
at

io
n 

N
O

Se
e 

"O
n 

bo
ar

d 
da

ta
 fu

si
on

 a
nd

 d
ec

is
io

n 
to

ol
" b

el
ow

3
Dr

oo
p 

co
nt

ro
l

N
O

7

In
ve

rt
er

En
er

gy
 S

to
ra

ge

Tr
an

si
en

t M
an

ag
em

en
t

Au
to

no
m

ou
s G

rid
 In

te
rc

on
ne

ct
io

n



 

Approved for public release; distribution unlimited. 
16 

 
 

So
ur

ce
 M

an
ag

em
en

t

Su
b-

Ca
te

go
ry

En
ab

le
r

M
 &

 S
 E

ff
or

t
N

ot
es

N
um

be
r o

f I
de

nt
ifi

ed
 

Ef
fo

rt
s

M
IL

ST
D:

 Le
ga

cy
 g

en
er

at
or

s
En

ha
nc

ed
 co

nt
ro

ls
 (p

ro
gn

os
tic

 a
nd

 
di

ag
no

st
ic

)
YE

S
2

In
te

rf
ac

e 
co

m
pa

tib
ili

ty
N

O
3  

CH
P

N
O

Le
ve

ra
ge

 o
il 

in
du

st
ry

 a
nd

 e
m

er
ge

nc
y 

m
an

ag
em

en
t 

0
CO

TS
 S

ou
rc

es
Re

ne
w

ab
le

s:
 G

rid
 st

ab
ili

ty
YE

S
5

Re
ne

w
ab

le
s:

 o
n-

bo
ar

d 
sy

st
em

 
YE

S
2  

Re
du

ce
d 

Hu
m

an
 

In
te

rv
en

tio
n

O
n 

bo
ar

d 
da

ta
 fu

si
on

 a
nd

 d
ec

is
io

n 
to

ol
YE

S
3

Se
lf 

he
al

in
g 

so
ur

ce
 m

gm
t s

tr
uc

tu
re

N
O

S&
C 

Sm
ar

t G
rid

 C
on

tr
ol

s
6  

Au
to

m
at

ed
 R

ec
on

fig
ur

e
Gr

id
 Is

ol
at

io
n

N
O

S&
C 

Sm
ar

t G
rid

 C
on

tr
ol

s
1

Fa
ul

t D
is

co
ve

ry
N

O
S&

C 
Sm

ar
t G

rid
 C

on
tr

ol
s

1
Au

to
m

at
ic

 g
rid

 re
bu

ild
YE

S
 

1
 

 



 

Approved for public release; distribution unlimited. 
17 

 
 

Communications

Sub-Category Enabler M & S Effort Notes
Number of 

Identified Efforts
Location detection NO 0
Electronic warfare/EMI - 0
Noisy environment - 
reliability YES 0
Lost communication - 
reliability NO 0
Component protocols NO 0
User/Component 
Authentication NO 0
Eliminate need for 
communication NO 0
PLC with location detection NO Prototypes in place 1
COTS: wireless ? 0
COTS: fiber optic NO 0
Sub-system auto tracing NO? 0
mobile devices - 
integration/security YES 0
rapid send-listen techniques YES 0
Electronic warfare/EMI YES? 0
Noisy environment - 
reliability YES 1
Lost communication - 
reliability YES 1
Lost communication recovery YES 1
Noisy environment - 
reliability - 0
GUI Training NO 1
Mesh Networking YES 1

Ad-Hoc Reconfiguration  

PLC

Peer-to-peer
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List of Symbols, Acronyms, and Abbreviations 

AMSAA Army Materiel Systems Analysis Activity 

ARL Army Research Laboratory 

DOD Department of Defense 

ECU environmental control unit 

M&S modeling and simulation 

P&D Prognostics and Diagnostics 

RDECOM Army Research, Development and Engineering Command 
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